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The	  Problem	  

•  Galaxy	  workflows	  o@en	  deal	  with	  sensiAve	  data	  

•  It	  is	  a3racAve	  to	  execute	  workflows	  in	  the	  cloud	  

•  Clouds	  are	  usually	  not	  highly	  trusted	  

How	  can	  we	  secure	  sensiBve	  data	  in	  untrusted	  
environments	  for	  processing	  in	  Galaxy?	  
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TrustStore	  –	  	  

Secure	  Data	  Storage	  in	  the	  Cloud	  
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TrustStore	  –	  	  

Store	  Manager	  
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TrustStore	  –	  	  

Uploading	  files	  
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TrustStore	  –	  	  

Windows	  Client	  
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TrustStore	  –	  	  

Changing	  Store	  Access	  
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TrustStore	  –	  	  

Secure	  Data	  Storage	  For	  Galaxy	  Workflows	  
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TrustStore	  –	  	  

Client	  Data	  Workflow	  

PresentaAon	  Atle	  	  |	  	  Presenter	  name	  9	  	  |	  

TrustStore	  Client	  

C
ry
p
to
g
ra
p
h
ic
	  	  
Li
b
ra
ry
	  

Cloud	  

Storage	  

Key	  

Management	  

Service	  

Integrity	  

Management	  

Service	  

Fragment	  /	  Merge	  

Encrypt	  /	  Decrypt	  

Integrity	  Management	  

CollaboraAon/	  

Profile	  

Management	  

Service	  

Upload	  /	  Download	  

Store	  Profile	  



TrustStore	  –	  	  

CollaboraBon	  Workflow	  
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Lessons	  learned	  

It	  does	  work.	  It	  does	  the	  job.	  There	  is	  room	  for	  improvement:	  

•  Galaxy	  can’t	  keep	  a	  secret	  (It’s	  not	  even	  trying):	  

•  Can’t	  hide	  passwords	  in	  forms.	  

• Writes	  passwords	  into	  logs	  /	  databases.	  

•  No	  streaming	  support.	  

•  Can’t	  protect	  temporary	  storage.	  

• WriAng	  Galaxy	  modules	  is	  tricky:	  

•  Sparse	  documentaAon.	  

•  Sparse	  error	  messages.	  

•  Very	  fickle	  library	  dependency	  management.	  

•  ImplemenAng	  as	  an	  external	  data	  source	  provider	  may	  have	  been	  
be3er	  in	  hindsight.	  
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