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The Problem

» Galaxy workflows often deal with sensitive data
* |t is attractive to execute workflows in the cloud

* Clouds are usually not highly trusted

How can we secure sensitive data in untrusted
environments for processing in Galaxy?
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TrustStore —
Secure Data Storage in the Cloud
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TrustStore —
Store Manager
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TrustStore —
Uploading files

File
b Virtual Directory File Size  LastModified Expiry DateTime Status Current Action Progress

=4 : vmiest @] ALA Harvester Architecture.docx 284KB  08/02/2011... Never local Creating integrity signatures %
= @J ALA Open Issues.docx 13KB  08/02/2011... Never remote

@ ALA Open Issues_hw.docx 15KB  08/02/2011... Never remote

@_] ALA Q3.doc 26KB  08/02/2011... Never remote

@j APA Objectives 2009_2010 (2) (3).doc 97KB  08/02/2011... Never remote

@J Areas of Work.docx 17KB  08/02/2011... Never remote

@J cf APA Objectives 2009_2010.docx 72KB  08/02/2011... Never remote

@] DIAS-B - SOW for ICT Centre 2009 10...59KB  08/02/2011... Never remote

|| e00008. txt 1,089 KB 08/02/2011... Never local Creating integrity signatures

@_] Glossary of ALA DIAS-B Relationship T... 110KB  08/02/2011... Never remote

@j IE Lab review agenda - Feb2010 (2).doc 32KB  08/02/2011... Never remote

ingest_workflow_refactor.vdx 93KB  08/02/2011... Never local uploading

@ Installing Gsearch v 1.1.doc 33KB  08/02/2011... Never local Creating Keys

@] Lab Review Notes 8 22.docx 21KB  08/02/2011... Never local uploading

@_fl Lab Review Notes 8.docx 17KB  08/02/2011... Never local uploading

@_] NeAT 6 Monthly Report 2009-12.doc ~ 51KB  08/02/2011... Never local Creating integrity signatures

@J NeAT Quarterly Staff Review Report -... 109KB  08/02/2011... Never local Creating integrity signatures
@_] ProjectPlan.doc 45KB  08/02/2011... Never local Creating integrity signatures
@] Requirements for Self Provisioning of ... 842KB  08/02/2011... Never local Uploading fragments to SAS Pr...
@__‘] SOSy Theme1183-ThemeStatement_... 130KB 08/02/2011... Never local Creating Keys
|, test 3 uploading
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TrustStore —
Windows Client
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Date modified

2013 13:06

/2013 09:46

Type

GZ File

Text Document

VLC media file (.w...

VLC media file (w...

PNG image

54,451 KB
30KB
166,503 KB
61,756 KB
226 KB

]

About

New Profile
Load Profile
UnMount >

Synchronize  »

Exit

Customize...
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TrustStore —
Changing Store Access

Name:  galaxy-store2

Owner: carsten@csiro

Writers: |zlonie @unimelb.edu.au
simon.gladman@monash.edu
rust@agrf.org.au
rsinnott@unimelb.edu.au
charlotte.anderson@unimelb.edu.au
galaxy-user
glenn.jayaputera@unimelb.edu.au
carsten@csiro -
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Readers: |5jonie @unimelb.edu.au
simon.gladman@monash.edu
rust@agrf.org.au
rsinnott@unimelb.edu.au
charlotte.anderson@unimelb.edu.au
glenn.jayaputera@unimelb.edu.au
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carsten@csiro -
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rustStore —
ecure Data Storage For Galaxy Workflows

=2 Galaxy / GVL

€ 11514686143 c||B-c ¥ O & B- R

mages & Snapshots - ...

Atmos Online ﬂ EMC Community Net. Apache Tomcat

N ~
Eools Import Data from TrustStore (version 1.0.0) 1 History o
search tools [x] File Format: Unnamed history
Get Data fastq v gDytes
Import Data from TrustStore Which format is the data'you're'downloading? © vour history is empty. Click 'Get
secure cloud storage. Username: Data' on the left pane to start
Upload File from your computer user
UCSC Main table browser Your KMS username, e.g. jo.blogs@workplace.com
UCSC Archaea table browser Bassword:
pas

EBI SRA ENA SRA

Your KMS password
GenomeSpace import from file

Store Name:
browser
galaxy

ENCODE Tools e.g.: My Galaxy Store

Text Manipulation

Filter and Sort Path in Store:

/

e.g.: /frawdata/feb2014/, leave as / for top level files

Join, Subtract and Group
Convert Formats

Operate on Genomic Intervals Filename(s):
Statistics

Graph/Display Data e.g.: exportl.bam,export2.bam Comma seperated. Leave empty if ‘just list files' is
chosen above.

FASTA manipulation
NGS: QC and manipulation

NGS: Assembl

NGS: Indel Analysis

NGS: RNA Analysis This tool lets users import data they have uploaded to the TrustStore system.
NGS: SAM Tools Upload files to TrustStore using the desktop client.

NGS: GATK Tools
NGS: Peak Calling
ENSEMBL

NGS: Variant Detection
NGS: Mapping

BED tools
< | >
x &~ B @ s3rox
—
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TrustStore —

Client Data Workflow
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TrustStore — M\

Collaboration Workflow “
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Lessons learned

It does work. It does the job. There is room for improvement:

* Galaxy can’t keep a secret (It’s not even trying):
e Can’t hide passwords in forms.
e Writes passwords into logs / databases.
e No streaming support.
e Can’t protect temporary storage.
* Writing Galaxy modules is tricky:
e Sparse documentation.
e Sparse error messages.
e \ery fickle library dependency management.

* Implementing as an external data source provider may have been
better in hindsight.
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